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BOMB MANAGEMENT
 PLAN 
June 2018
Aim 
It is the overall aim of Green Lane School to minimise the risks to staff and employees, which may arise from a bomb threat. This will be achieved by ensuring plans are in place to deal with any potential bomb threats received or suspect packages identified on site.  


Management of Bomb Threats

Main duties are:

· To arrange staff training and ensure information cascade.

· Display notices showing the action to be taken in the event of a bomb threat, ensure these procedures are communicated to all staff.

· To ensure robust security measures are implemented and ensure measures and procedures are regularly reviewed.

· To ensure fire escape routes and fire exit doors/ passageways are unobstructed and doors operate correctly

· Liaise with Emergency Services following a threat
· On advice from the Emergency Services / Executive Director – (ED) / Assistant Director – (AD) decide when to evacuate the building

· Identify alternative assembly points (500m away from the Building)

· On advice from the Emergency Services / ED / AD decide when to reoccupy premises following an evacuation
· To ensure fire escape routes and fire exit doors/passageways are unobstructed and doors operate correctly;
Persons Responsible for dealing with Bomb Threats and Suspect Packages 
	Overall Bomb Management Plan and evacuation response
	Paul King

	Bomb Threat and Evacuation Action Plan, Notices, training, induction and revision 
	Paul King, Joanne Mullineux

	Security measures, implemented, monitored and procedures are regularly reviewed.
	Paul King, Joanne Mullineux

	Fire escape checks
	Site Manager – Peter Turner



The area below needs to be populated with the appointed responsible person (PM) for the building and a deputy

	Building
	Responsible Person 
	Deputy

	Green Lane School
Woolston Learning Village

Holes Lane

Woolston

Cheshire

WA1 4LS


	Paul King
Tel; 01925 811617
Ext: 1223
Green Lane School
	Joanne Mullineux
Tel: 01925 811617
Ext: 1222
Green Lane School 



Senior Bomb Warden(s) for the Building
The area below needs to be populated with the appointed Senior Bomb Warden and deputy details.

	Building
	Senior Bomb Warden
	Deputy



	Green Lane School

	Paul King
Tel / Ext.: 1223
	Joanne Mullineux
Tel / Ext.1222


Bomb Warden(s) for the Building
	Area
	Bomb Warden



	AREA 1

Upper school corridor
Upper School classrooms

	Mike King
Ext 1238


	AREA 2

Lower School corridor
Lower School classrooms
	Joanne Mullineux / Sue Jones
Ext 1222 / 1212

	AREA 3

Entrance Corridor
	Chris Beeton
Ext 1219

	AREA 4

Upper floor
	Kerrijane White / Joanne Milnes

1217 / 1365


Bomb Alert 


Tannoy for all of Green Lane, Fox Wood and College is 684
Internal phone numbers for Fox Wood 1176/1180

Internal phone numbers for Green Lane - 1227/1228

Internal phone number for College – 1300/1345

Phone number for integrated services is 442428/442017

Receiving Bomb Threats or Identification of a Suspect Package

If a bomb warning is received, it can hold important information for the person responsible for the building, and the police.  

Any member of staff that receives a bomb threat should:-

· Remain calm and talk to the caller
· Note the caller’s number if displayed on your phone
· If the threat has been sent via email or social media see appropriate section below in Appendix 1, (actions to be taken on receipt of a bomb threat)

· Listen carefully – take as much detail as possible from the person talking, try and fill in as much information as possible from the person talking, listen carefully to what is said and write down the exact wording of the threat, try and fill in as much information as possible using the telephone threat assessment report (see Appendix 1)

· If a colleague is on hand, get their attention and get them to notify the Police direct on 9-999, this might enable the call to be traced.  (Note that some telephones display the calling ID number in this case it must be noted and passed immediately to the police)

If you have any reservations regarding a suspect letter or package found in the post or in the building, inform the Headteacher or a member of the senior leadership team (see appendix 2 - Office Warning Notice on possible identification of suspect packages).  Admin staff have a copy of office warning letter (letter/parcel bombs – Appendix 3)
Office staff may relocate to a room with 2 telephones e.g. deputy’s office
Bomb Evacuation Assembly Point 
In the event of bomb threat or suspect package the following evacuation procedures may be prompted by the Headteacher 

· Verbal instruction to evacuate to a different part of the building.

· Verbal instruction to evacuate to normal fire assembly point to await further information. 

· Verbal  instruction to evacuate to an alternative assembly point (i.e. location 500m away from the building)
· The bomb threat and destination will be made apparent by the repetition of “purple file to (location)” 3 times

This list is not exhaustive and dependent on the information provided; procedures may also need to be adapted to meet the needs of the situation.  
Assembly Points for Bomb Evacuation

The assembly point for Green Lane School, Holes Lane, Warrington, WA1 4LS is located at:


Bomb Evacuation Briefing 

Specific training regarding security and bomb awareness is available for the Headteacher and any other relevant person involved in the Bomb Evacuation Procedure.
All staff will receive an annual internal bomb awareness briefing; this will be undertaken during the month of September.
This will include the following information: - 

· Understanding the emergency plan/ bomb procedure 

· The importance of premise security

· The importance of fire doors

· Any significant findings of the Fire Risk Assessment

· Alerting processes, exit routes and reporting to the assembly points

·   Assisting visitors and any disabled persons from the building

· All new staff to receive this briefing as part of the induction process
· The code for the gate between the school field and Woolston park (2014)

All records of training and induction is recorded in Fire Log Book which is located in the Head’s office.
Additional information is available in Appendix 4 (Alerting Notification)
Bomb Action Plan
Green Lane School
	Action on receiving a bomb alert warning  
	· Remain calm and talk to the caller

· Listen carefully; write down as much detail as possible from the person talking. Use appendix 1 - Telephone Threat Assessment Report to record information
· If the threat has been sent via email, or social media do not reply to, forward or delete the message, note the emailers email address or username or user ID
· Raise the attention of colleague ask them to call 9 - 999 ask for the POLICE. 

· Alert the headteacher, pass all information regarding the telephone warning and any instruction given by the police to the headteacher
· Headteacher will identify appropriate response.
· Headteacher to keep Local Authority informed 

	Action to be taken on discovering a suspect package
	· Alert the headteacher 

· Headteacher to carry out initial enquiry to ascertain if the package belongs to anyone in the close proximity.

· Headteacher to assess the level of risk.

· If package owner not identified and / or package showing signs as identified on the letter and parcel bomb warning notice (see appendix 5) alert to be escalated.

· Headteacher to inform Police by calling 9 - 999.

· Headteacher will identify appropriate response

	What to do if the Bomb alarm sounds or a verbal instruction is given
	· Evacuate all occupants to the designated assembly point. 

· Take personal belongings (if in close proximity)

· Be observant when leaving your workspace, report anything  suspect to the Bomb Warden 

· Chris Beeton – Finance Assistant to collect registers, signing in book 
· Areas to be checked by Bomb Wardens to ensure building evacuated.

· Await further instructions at designated assembly point from headteacher/ Bomb Wardens 
· Headteacher to keep Exec. Director involved

	Liaison with Emergency Services 
	On arrival the emergency services will require the following information:

· Meet with person taking call headteacher – briefing (share appendix 4 and any other relevant information available) 

· Ensure all persons evacuated to a safe designated assembly point.

· Decision to re-occupy the building will be made by the Executive Director/ headteacher following liaison with Police.

	Escape routes and fire exit use 
	· Means for escape routes are checked daily.

· Doors currently without thumb screws or quick release handles must be unlocked while in use. 

· Staff must be aware of alternative routes.



	Responsibilities and duties to assist in case of Bomb Threat
	· All persons have a responsibility to ensure the building is evacuated immediately since the safety of all occupants is our priority at all times.
· Provision for employees/pupils/GEEP in place
· Once evacuated await instructions from the headteacher
· Transport may need to be informed if pupils are evacuated onto Woolston park (LA to inform)




Appendix 1 - Actions to be taken on Receipt of a Bomb Threat by telephone
	ACTIONS TO BE TAKEN ON RECEIPT OF A BOMB THREAT

	

	1.
	Remain calm and talk to the caller

	2.
	Note the caller’s number if displayed on the phone

	3.
	If the threat has been sent via email or social media see appropriate section below

	4.
	If you are able to, record the call

	5.
	Write down the exact wording of the threat


	


	ASK THESE QUESTIONS AND RECORD ANSWERS AS ACCURATELY AS POSSIBLE


	1. WWhere exactly is the bomb right now?
	

	2. WWhen is it going to explode?
	

	3. WWhat does it look like?
	

	4. WWhat does the bomb contain?
	

	5. 

How will it be detonated?
	

	6. 

Did you place the bomb?
    If not you, who did?
	

	7. 

What is your name?
	

	8.  

     What is your address?
	

	9.  

     What is your telephone number?
	

	10.

Do you represent a group or are you      acting alone?
	

	11.  

     Why have you placed the bomb?
	

	Record time call completed
	

	DIAL 9 – 999 AND INFORM POLICE


	Time informed:
	


This part should be completed once the caller has hung up and Police/Premise Manager, Headteacher and Assistant Director have all been informed

	Date and time of call:
	


	Duration of call:
	


	The telephone number that received the call:
	


	About the caller:
	Male
	Female      
	Nationality
	Age


	About the caller
	Well spoken
	Irrational
	Taped
	Foul
	Incoherent


	Caller’s voice
	Calm
	Crying
	Clearing throat
	Angry
	Nasal


	Slurred
	Excited
	Stutter
	Disguised
	Slow
	Lisp


	Laughter
	Rapid
	Deep
	Familiar
	Hoarse
	Other


	What Accent?
	


	If the voice sounded familiar, who did it sound like?
	


	Background sounds
	Street noises
	House noises
	Animal noises
	Crockery
	Motor


	PA Systems
	Voice
	Static
	Clear
	Booth
	Music


	Factory machinery
	Office machinery
	Other


	Remarks:
	


	Additional Notes:
	


Signature:  __________________   Print Name:  __________________  Date:  _____________
	ACTIONS TO BE TAKEN ON RECEIPT OF A BOMB THREAT SENT

VIA EMAIL OR SOCIAL MEDIA


1. DO NOT reply to, forward or delete the message 

2. If sent via email note the address

3. If sent via social media what application has been used and what is the username/ID?

4. Dial 9  - 999 and follow Police guidance

5. Preserve all web log files for your organisation to help the Police investigation (as a guide, 7 days prior to the threat message and 48 hours after)

Signature:  __________________ Print  Name:  __________________  Date:  _____________
	SAVE AND PRINT – HAND COPY TO POLICE AND PREMISE

MANAGER/HEADTEACHER


Appendix 2
	ACTION UPON DISCOVERY OF ANY SUSPICIOUS DELIVERED ITEM
Avoid Unnecessary Handling

· If you are holding the item, put it down on a cleared flat surface

· Keep it separate from other post so it is easily identifiable

Move Away and inform Responsible Person for the Building

· Clear immediate area and adjacent rooms
· If there is any suggestion of any chemical, close door ,move any affected persons to a safe location close to the incident – keep individuals separate from those not involved; contact Premise Manager to isolate any heating ventilation or air conditioning units
· Prevent others approaching the cleared area
· Do not use mobile phones or radios in the cleared area or within 15 metres of the suspect package

Inform Police

· It is vital to make the police aware if the package has been opened (or partially opened) prior to being deemed suspicious

· Ensure informant and witnesses remain available to brief the police

· Encourage witnesses to record observations in writing, dissuade them from discussing the incident with other prior to the arrival of the police

· If a chemical is involved undertake an improvised decontamination as quickly as possible (ideally within the first 15 minutes)


Appendix 3                           Office Warning - letter / parcel bombs


OFFICE WARNING 

LETTER / PARCEL BOMBS
PROTRUDING WIRES OR TINFOIL

VISUAL DISTRACTIONS

SUSPICIOUS IN ANY WAY

OILY STAINS OR DISCOLOURATION

LOPSIDED OR UNEVEN ENVELOPE

FOREIGN MAIL AND SPECIAL DELIVERIES

RESTRICTIVE MARKINGS - CONFIDENTIAL, PERSONAL ETC

EXCESSIVE POSTAGE

EXCESSIVE USE OF WRAPPING MATERIAL

EXCESSIVE WEIGHT

RIGID CONTENTS IN FLEXIBLE ENVELOPES

TITLES BUT NO NAMES

MIS-SPELLINGS OF COMMON WORDS

HANDWRITTEN OR POORLY TYPED ADDRESSES

NO SENDER ADDRESS

Appendix 4
              Bomb Evacuation  -  Alerting Notification 

In the unlikely event that one of the Council premises is informed of a bomb threat, it is important that your building has a Bomb Management Plan in place to manage these threats.  

Being notified of a bomb threat may come from various different sources.  It may be telephoned through from the police, by an individual giving a warning of a threat, or by an employee following identification of a suspect package. The responses when dealing with bomb threats will be individual to the set of circumstances presented and therefore it is important to realise that different responses may be required when dealing with these incidents. 

Alerting Notification and Processes
The following processes should be followed if a Bomb threat is received from the following sources:-

	Notification of Bomb Threats from the Police (Major Incident / Standby)

	If a threat is notified by the Police the call will be made direct to Contact Warrington or during out of hours to Care Call.  

Major Incident or Major Incident Standby

If the threat has wider implications other than internal Services (resulting in a major incident or major incident standby being declared) Contact Warrington or Care Call will inform the Risk and Resilience Team (R&R) Emergency Planning Officer (EPO) direct.  

The R&R Team (EPO) will assess that call and the implications of the call and notify the Senior Management Team (SMT) Duty Officer on call to relay the information received and to initiate the major emergency response.

The R&R Team would then contact the Key contacts from the emergency plan – Executive Director, Assistant Directors (AD), Premise Manager (PM) or Service Managers (SM), who would, following information received initiate their emergency response based on the information received)

Police 

(Major Incident or Major Incident Standby)


Contact Warrington / Care Call


R&R Team (Duty EPO)


                                               Duty Officer SMT                 

Key Contacts identified in the Emergency Plan

(Exec Director, AD, PM or SM)


Initiate Response 

(as identified in individual Premise Building 
Bomb Management Plan / Evacuation Procedure

If the Police are reporting a bomb threat affecting internal Services only and the incident is not declared a major incident, the Police will notify the Council via Contact Warrington or Care call.  

During operational hours The Contact Centre will contact the Exec. Director or AD and the PM, who would, following information received initiate their Bomb Threat Management response based on the information received.  

During out of hours Care Call or Contact Warrington will notify the R&R Team (EPO), who would then contact the Exec Director and/or the most appropriate person identified in the emergency plan to initiate their response.  (The EPO would also keep the Duty Officer for SMT aware of the situation)

Police 

(Incident affecting Council Internal Service)


       Care Call / Contact Warrington


                       Risk and Resilience Team (EPO)    


SMT (Duty Officer)          Exec Director, AD, or PM

Initiate Response as identified in individual Building Bomb Management Plan / Evacuation Procedure

The police may issue specific instruction relating to their own intelligence.

The premises Bomb Management plan should be implemented taking into consideration the information or instructions made available. 

The premises Bomb Management plan must therefore consider a range of potential scenarios and a flexible response will be required.   Your plan should identify how occupants will be notified and evacuated to a place of safety.




	Identification of a Suspect Package 

	If an individual identifies a suspect package (the package should not be disturbed)
The individual should contact a Senior Manager (SM) and the Premise Manager (PM) who will assess the situation and the level of risk.  

The SM and the PM should carry out initial enquiries to ascertain if the package belongs to anyone in the close proximity within the building.  The package may have markings on which may help to identify an owner.

If no information can be sought regarding the package, the premise manager should notify the Police on 999 and should then inform the Exec Director / AD and initiate a response based on the information available.

Employee

(Identified suspect package)

    SM / PM 

Assess the situation and carry out initial enquiries

If need to escalate 
                                                            

                                                             (Contacts 999)  


Contact Exec Director / AD


Initiate Response 

(as identified in individual Premise Building Bomb Management Plan / Evacuation Procedure

The police may give advice to:-

A – Carry out further investigations.

B – Evacuate the building 

C – Evacuate the building to an alternative location (stating a set distance away from the building and location to be avoided. 

The premises Bomb Management plan must therefore consider a range of potential scenarios and a flexible response will be required.   




Responsible Person (Premise Manager - PM) For the Building:	


Paul King





Building Location: 			


Green Lane School, Woolston Learning Village, Holes Lane, Woolston,


Warrington, Cheshire, WA1 4LS	





        Tel: 01925 811617











Please Note - This building does not have a bomb evacuation alarm, the command to evacuate the building will be communicated by the following method:





Tannoy System.


 














State locations 





Normal bomb evacuation assembly points Upper School playground (to await further instructions)





2 	Alternative location (500m away from suspect device – location to be communicated by Senior Leadership Team)

















In the Event that a Bomb Alarm is activated 





In the Event of a Verbal Instruction to Evacuate 


1	Instructions will be verbally communicated to all locations within the building to evacuate


(the instruction may include evacuating the building via the normal fire exit routes or via dedicated identified safe exit points) 


2	Instructions will include the location of the safe assembly point and any specific 	instructions relating to exiting the building using the code “purple file to (location)” stated      three times


3	Personal belongings should be taken if in close proximity (Be observant, take a quick look as you are leaving to identify if there are any suspicious items)  


4	Report to identified assembly point. Report anything suspicious to Bomb Wardens.


5	Await further instructions. 


6 	Do not attempt to re-enter the building.
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